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Functional Tips for ScanWorkX

This month’s tip for getting more from your ScanWorkX implementation!

ScanWorkX Security Roles
-By Olivia Johnson
Olivia.Johnson@cloudinventory.com

This month’s issue of ScanWorkX Functional Tips will cover the
ScanWorkX Security Roles that you can leverage in D365 to ensure your
users have the proper access to ScanWorkX functionality, whether they
are a mobile user, an administrator, or anywhere in between.

Security configuration

Roles
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ScaleUnitDataPipelineRole
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ScanWorkX Manager

Duties  Privileges  Unpublished objects (0)

Create new  Show all levels  Delete  Duplicate Copy  View permissions  Audit trail

SCANWORKX ADMINISTRATOR
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Administrative control of al
ScanWorkX settings and
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ScanWorkX Services

ScanWorkX User

AQT name

Security administrator | ScanWorkX_Administrator ‘

The ScanWorkX model deploys 5 ScanWorkX specific security roles. You can combine one or more
security roles to ensure your users have the perfect level of access. Let’s break them down.

ScanWorkX Administrator — This role is the most powerful user role in the list. A user that has
been granted the ScanWorkX Administrator role will be able to see every form in the DSI
ScanWorkX module, and will have full control of all ScanWorkX and Configuration.

ScanWorkX Manager — This role controls the Mobile Messaging and Session Management
capabilities within ScanWorkX. This role does not include ScanWorkX user functions, and should
be used in combination with the ScanWorkX User role if the manager is also a ScanWorkX user.
ScanWorkX Services — This is a new role, designed exclusively for the Active Directory Client App
user, through which the ScanWorkX Service interacts with D365. It features all of the
permissions the ScanWorkX Service needs to make web calls and query data from D365, but is
not designed to be used by a human user.

ScanWorkX User — This is the most fundamental ScanWorkX role, which when assigned to a
user, allows them to use ScanWorkX application functionality, but does not allow them to do
any configuration within the ScanWorkX Module.
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Best Practices - Overview of D365 Role Based Security

All D365 users should be granted only the specific access they need to perform their job functions. In
D365, this is accomplished through Role-based security. The roles which are assigned to a user in D365
determine the duties they can perform and the parts of the user interface they are able to view (menu
items, buttons, etc.).

The ScanWorkX model features a separate module within D365 and consists of its own forms and
functionality, we provide standard ScanWorkX specific security roles to help your organization manage
user access to ScanWorkX functionality. ScanWorkX Roles are NOT organized in a hierarchy. For
example, the ScanWorkX manager does not include privileges from the ScanWorkX user role. Our
security roles are designed to be combined. If a user needs ScanWorkX Manager role access, they should
also be granted ScanWorkX User access or they would not have enough permission to perform
transactions in ScanWorkX.

We recommend that all ScanWorkX users are granted the ScanWorkX user role, all analysts who are
responsible for ScanWorkX configuration are granted the ScanWorkX Administrator role along with
ScanWorkX user and manager roles, and the ScanWorkX Service account is granted the ScanWorkX
Service role only.

What is the ScanWorkX Service account?

The ScanWorkX Service account is found in the Username value of your ScanWorkX.exe.config file on
your ScanWorkX server. This should be an Active Directory user, with a corresponding D365 user
account that ScanWorkX uses when connecting to D365. The ScanWorkX Service is authenticated by
D365 using the Client App ID and Client Secret which is specified in your ScanWorkX.exe.config
configuration file. The Client App ID also appears in your D365 instance under System Administration >
Microsoft Entra ID Applications. The user in the third column of the record with your ScanWorkX Client
App ID is what we refer to as the Service Account.

Microsoft Entra ID applications

Standard view -

By enabling and using this feature, you consent to share your data with external systems. Data shared with a third-party service is governed by that party's license, service, or privacy terms. Data imported from external systen
Privacy Statement
[:3‘ Client Id MName User ID
0959fab7-cb07-464... DynamicsServicingApp DynamicsMaintAppUser
| 0 11891799-0277-45cf- Secret SWX Auth SWXPool9
19ba4614-5256-4b... Postman Test zz-scanworkx

In one of our test systems, this account is SWXPool9. This account is assigned only the ScanWorkX
Services role. All work will be conducted under this user account. However, any journal with a worker
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field will be populated with the mobile user’s worker ID. All actions, regardless of how Dynamics 365 for
Operations stores the information are tracked in the ScanWorkX Transaction Log.

SWXPool9 : SWXPool9

User details

User's roles
Assign roles
4 Roles

ScanWorkX Services

P System user

| hope this overview of ScanWorkX Security roles will help your organization to ensure your ScanWorkX
users, administrators and your service account all have just the right amount of access. | look forward to
continuing the conversation with you about how you can check up on your ScanWorkX security setup.
Please reach out to me at Olivia.Johnson@cloudinventory.com with any questions, concerns, or ideas

for the next Functional Tips topic.
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